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same button is pushed again. A code word that has
been transmitted will not repeat for more than 64K
transmissions. This provides more than 18 years of use
before a code is repeated; based on 10 operations per
day. Overflow information sent from the encoder can be
used to extend the number of unique transmissions to
more than 192K.
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FIGURE 4-2: CODE WORD ORGANIZATION
34 bits of Fixed Portion 32 bits of Encrypted Portion
Repeat | VLow Button Serial Number Button OVR | DISC | Sync Counter
(1bit) | (1 bit) Status (28 bits) Status (2 bits) | (10 bits) (16 bits)
52|S1|50/S3 52(51|50|S3
MSb LSh

66 Data bits
Transmitted —
LSh first.
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FIGURE 1-2: BUILDING THE TRANSMITTED CODE WORD (ENCODER)
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FIGURE 1-1: CREATION AND STORAGE OF CRYPT KEY DURING PRODUCTION
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TABLE 3-1:

EEPROM MEMORY MAP

WORD
ADDRESS MNEMONIC DESCRIPTION
0 KEY_O 64-bit encryption key
(word 0) LSb's
1 KEY_1 64-bit encryption key
(word 1)
2 KEY_2 64-bit encryption key
(word 2)
3 KEY_3 64-bit encryption key
(word 3) MSb's
4 SYNC 16-bit synchronization
value
RESERVED | Set to 0000H
SER_O Device Serial Number
(word 0) LSb's
7 SER_1(Note) | Device Serial Number
(word 1) MSbh's
8 SEED_0O Seed Value (word 0)
9 SEED_1 Seed Value (word 1)
10 RESERVED | Set to 0000H
11 CONFIG | Config Word
Note: The MSB of the serial number contains a bit
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TABLE 3-2: CONFIGURATION WORD

Bit Number Bit Description
0 Discrimination Bit 0
1 Discrimination Bit 1
2 Discrimination Bit 2
3 Discrimination Bit 3
4 Discrimination Bit 4
5 Discrimination Bit 5
6 Discrimination Bit 6
7 Discrimination Bit 7
8 Discrimination Bit 8
9 Discrimination Bit 9
10 Overflow Bit 0 (OVRO)
11 Overflow Bit 1 (OVR1)
12 Low Voltage Trip Point Select
(VLow SEL)
13 Baud rate Select Bit 0 (BSLO)
14 Baud rate Select Bit 1 (BSL1)
15 Reserved, setto 0
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TABLE 3-3: BAUD RATE SELECT

Basic Pulse Code Words
BSL1 | BSLO Element Transmitted
0 0 400 us All
0 1 200 us 1 out of 2
1 0 100 us 1 out of 2
1 1 100 us 1 out of 4
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FIGURE 4-2: CODE WORD ORGANIZATION
34 bits of Fixed Portion 32 bits of Encrypted Portion
Repeat | VLOW Button Serial Number Button OVR DISC | Sync Counter
(1 bit) | (1 biy) Status (28 bits) Status (2 bits) | (10 bits) (16 bits)
s2|s1/s0(s3 52/51/S0/S3
MSb - LSb
66 Data bits
Transmitted ——
LShb first.
Repeat | VLOW Button Serial Number SEED
(1 bit) | (1 bit) Status (28 bits) (32 bits)
i 111
MSb LSb

Note: SEED replaces Encrypted Portion when all button inputs are activated at the same time.

3.5 SEED 0, SEED 1 (Seed Word)

The 2-word (32-bit) seed code will be transmitted when
all three buttons are pressed at the same time (see
Figure 4-2). This allows the system designer to imple-
ment the secure learn feature or use this fixed code
word as part of a different key generation/tracking pro-
cess.



TABLE 5-1: PIN ACTIVATION TABLE

Function | S3 | S2 | S1 SO
Standby 0 0 0 0
1 0 0 1
Hopping Code 2 0 0 0
13 1 1 0 1
14 1 1 1 0
Seed Code 15 1 1 1

:bft 5 s eetprom .S & 5o

00000780 00 00 00 00 00 0O 00 0O 00 00 00O 00 0O 0O 0O OO

00000750 ¢0 00 00 00 00 OO 00 0O 0O 00 0O 00 0O OO0 00 OO
CO00007A0 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 0O
000007BO 00 00 00 00 00O 0O 0O OO 0O 0O 00 00 00 0O 00 0O
000007CO 00 00 00 00 00 00 00 00 0O 00 OO 00 0O 0O 00 0O
000007DO 00 00 00 00 00 OO 00 00 0O OO 00 00 0O 00 00 OO
000007EO 00 00 00 00 00 00O 00O 00 0O 00O 00O 00 00 00 0O 0O
000007F0 00 00 00 00 0O 0O 00O OO 0O 0O OO0 00 0O 00 00 0O
00000800 6C 34 06 00 F1 F9 FS 6A FO 3B 7A 08 DC 00 S5A DC
00000810 00 5A FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000820 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000830 FF FF FF FF FF BF FF FF FF FF FF FF FF FF FF FF
00000840 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000850 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000860 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000870 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Device Info
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Key Generation Options

Manufacturer's Code |0123456789ABCDEF
Key Generation Type |Mormal ﬂ
Seed 929864DD ]

Decryption Options

Senal Humber 01234567 |

Enc. Hop Code 41D2716B

Algorithm K.eeLoq Algorithm j
Output

Key 0516FBE9B9074278

Decr. Hop Code DB14ABAG
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FIGURE 1-1: CREATION AND STORAGE OF CRYPT KEY DURING PRODUCTION
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FIGURE 7-2: TYPICAL DECODER
OPERATION
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FIGURE 1-3: BASIC OPERATION OF RECEIVER (DECODER)
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FIGURE 1-2: BUILDING THE TRANSMITTED CODE WORD (ENCODER)
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FIGURE 4-2: CODE WORD ORGANIZATION
34 bits of Fixed Portion ) 32 bits of Encrypted Portion )
Repeat | VLow | Button Serial Number Button OVR | DISC | Sync Counter
(1bit) | (1bi) | Status (28 bits) Status | (2 bits) | (10 bits) | (16 bits)
52|51S0(S3 52|51/50(S3
MSb , LSh
66 Data bits
Transmitted —
LSb first.




